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Abstract of the contribution: This paper proposes a solution to support C2 redundant communication for KI#1 of FS_UAS_Ph3.
Discussion
The aim of the key issue #1 is to study whether and how to enhance NEF services to support service exposure and interactions between MNOs and UTM functions for supporting: pre-mission flight planning and in-mission flight monitoring for UAVs, C2 communication reliability and the scenario of multiple USS serving the geographical areas corresponding to the UAV flight path. This paper proposes a solution about how to establish C2 redundant connections to support C2 communication reliability. 

In general, Direct C2 communication and Network-Assisted C2 communication are used by a human-operator using a UAV controller. UTM-Navigated C2 communication is used by the UTM to provide cleared flying routes and routes updates. As defined in the Stage 1 in TS 22.125, in order to ensure the service availability and reliability of the C2 communication for UAS operation, redundant C2 communication links can be established for any C2 communication links from UAV controller or UTM to a UAV especially when the UAV is flying beyond line of sight (BLOS) of the operator. So, we can obtain a potential scenario to support C2 communication reliability where the UAV is connected to both the UTM/USS and the UAVC. The UAV may have a user plane link with the UTM and a user plane link or direct communication link with UAVC.
Proposal 1: The UAV may be connected to the UTM/USS and the UAVC to support C2 communication reliability.
The UAV can establish a new PDU session or modify an existing PDU session to initial C2 communication with the UTM/USS and this can be done based on the existing PDU session establishment/modification procedures. In addition, the UAV can execute Direct C2 communication or Network-Assisted C2 communication with a UAV controller. Details can be seen in TS 23.256 clause 5.2.5.2. The establishment of C2 communication between the UAV and UAVC or UTM can use exiting procedure.

Proposal 2: The establishment of C2 communication between the UAV and UAVC or UTM/USS can use exiting procedure.

As defined in TS 23.256, when a UAV uses a PDU session for C2 communication, it shall be authorized by the USS. Authorization for C2 (C2 Aviation Payload) including UAV to UAVC pairing authorization and/or Flight Authorization. Then the USS provides C2 Authorization Payload containing C2 pairing information and/or C2 security to the UAV. After that, the UAV establishes a user plane link with the USS or UAVC. The existing procedures can ensure one user plane link with the USS or UAVC for C2 communication. Here comes the problem: how to ensure the UAV have redundant links with the UTM/USS and UAVC. 
Proposal 3: The exiting procedure cannot ensure UAV redundant links establishment with the UTM/USS and UAVC.

Based on the mentioned description above, the paper proposes a solution to enhance the existing exposure procedures. In the solution, the USS/UTM can indicate UAV to establish redundant links with the UTM/USS and/or UAVC for C2 communication. Optionally, the USS can choose one link as the master C2 connection and the other as the secondary C2 connection to the UAV for C2 information transfer.
Proposal
A solution is proposed for KI#1 in the UAS Ph3 TR 23.700-59.
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6.X.1	Key Issue mapping
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]This solution addresses Key Issues #1 which focuses on the solution about how to establish C2 redundant connections to support C2 communication reliability. 
[bookmark: _Toc148498834]6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc148498835]In general, Direct C2 communication and Network-Assisted C2 communication are used by a human-operator using a UAV controller. UTM-Navigated C2 communication is used by the UTM to provide cleared flying routes and routes updates. As defined in the Stage 1 in TS 22.125, in order to ensure the service availability and reliability of the C2 communication for UAS operation, redundant C2 communication links can be established for any C2 communication links from UAV controller or UTM to a UAV especially when the UAV is flying beyond line of sight (BLOS) of the operator. So, we can obtain a potential scenario to support C2 communication reliability where the UAV is connected to both the UTM/USS and the UAVC. The UAV may have a user plane link with the UTM and a user plane link or direct communication link with UAVC.
Proposal 1: The UAV may be connected to the UTM/USS and the UAVC to support C2 communication reliability.
The UAV can establish a new PDU session or modify an existing PDU session to initial C2 communication with the UTM/USS and this can be done based on the existing PDU session establishment/modification procedures. In addition, the UAV can execute Direct C2 communication or Network-Assisted C2 communication with a UAV controller. Details can be seen in TS 23.256 clause 5.2.5.2. The establishment of C2 communication between the UAV and UAVC or UTM can use exiting procedure.

Proposal 2: The establishment of C2 communication between the UAV and UAVC or UTM/USS can use exiting procedure.

As defined in TS 23.256, when a UAV uses a PDU session for C2 communication, it shall be authorized by the USS. Authorization for C2 (C2 Aviation Payload) including UAV to UAVC pairing authorization and/or Flight Authorization. Then the USS provides C2 Authorization Payload containing C2 pairing information and/or C2 security to the UAV. After that, the UAV establishes a user plane link with the USS or UAVC. The existing procedures can ensure one user plane link with the USS or UAVC for C2 communication. Here comes the problem: how to ensure the UAV have redundant links with the UTM/USS and UAVC. 
Proposal 3: The exiting procedure cannot ensure UAV redundant links establishment with the UTM/USS and UAVC.

Based on the mentioned description above, the paper proposes a solution to enhance the existing exposure procedures. In the solution, the USS/UTM can indicate UAV to establish redundant links with the UTM/USS or UAVC for C2 communication. Optionally, the USS can choose one link as the master C2 connection and the other as the secondary C2 connection to the UAV for C2 information transfer.

The solution includes the follow three parts:

· The UAV establishes redundant links with the UTM/USS. 
· The UAV establishes redundant links with the UAVC.
· The UAV establishes redundant links with the UTM/USS and UAVC.

For the first part, two redundant PDU sessions established by a UE defined in TS 23.501 clause 5.33.2 can be reused. Based on these two PDU sessions, two independent user plane paths are set up. Even though the traffic via UPF1 and UPF2 may be routed by different user plane nodes, the UPF1 and the UPF2 connect to the same data network.

For the second and third part, the USS shall indicate the C2 redundant pair information to the UAV and trigger the UAV to set up redundant links with the UAVC and/or UTM/USS.

6.X.3	Procedures


Figure 6.X.3-1: Procedure for C2 redundant communication 
1.   The UE establishes a PDU Session for USS communication as described in TS 23.256 clause 5.2.3.
2-3.	When the UAV needs to establish C2 communication the UAV determines that an existing PDU session can be used and initiates a PDU Session Modification procedure. The UE shall include in the request a CAA-Level UAV ID and shall include a C2 Aviation Payload within a UAS container that includes C2 authorization information.
4.	The SMF determines that authorization is required based on that the DNN/S-NSSAI of the PDU session is dedicated for aerial services (have aerial service indicator set) and that the Service Level Device Identity (CAA-Level UAV ID) is included in the request and Then sends a Nnef_Authentication_AuthenticateAuthorize request to the UAS-NF including the UAS container.
5.	The UAS-NF forwards the received authorization request as a Naf_Authentication_AuthenticateAuthorize request to the USS.
6.  The USS performs C2 authorization based on the received information and forwards the C2 authorization result to the UAV/UE, including GPSI, CAA-Level UAV-ID (potentially new) and C2 redundant pairing information included in the authorization message.
[bookmark: _Hlk160379149]7.  The UAS NF sends Nnef_Authentication_Notification request to notify the SMF.
8.  The UAS NF responds back to the USS indicating that notification has been successfully initiated.
9.  The SMF invokes the Network Requested PDU Session Modification procedure (figure 4.3.3.2-1 of TS 23.502 [3] triggering event SMF Requested modification) by sending Namf_Communication_N1N2MessageTransfer, including the CAA-Level UAV ID and the authorization message in the N1_SM_Container (step 3b in figure 4.3.3.2-1 of TS 23.502 [3]).
10. The USS invokes, with the received PDU Session IP address and optional the IP address of the authorized paired UAV-C as input, the USS initiated pairing policy configuration procedure (see figure 5.2.5.2.4-1) to request corresponding traffic to be allowed on the PDU session in the UPF.
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AF (USS/UTM):
-	Indicate the C2 redundant pair information to the UAV and trigger the UAV to set up redundant links with the UAVC and/or UTM/USS. 
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